
 

CyberAware - April 2023 - 1 of 2

VFC Homepage Shield Homepage Shield Products Online Resources Report SAR

Incidents/Articles of Note:

Ransomware Attacks Skyrocket as Threat Actors Double Down on U.S.,
Global Attacks
Cyberattacks Hit Almost All Companies Last Year, Sophos Says
Justice Department Seizes Over $112M in Funds Linked to Cryptocurrency
Investment Schemes
Over 200 Organizations Targeted in Chinese Cyber Espionage Campaign
WiFi Protocol Flaw Allows Attackers to Hijack Network Traffic
Over 70% of Employees Keep Work Passwords on Personal Devices
Elon Musk, Bill Gates and Other Tech Leaders Call for Pause on 'Out of
Control' AI Race
Virginia Cyber Range's Statewide Capture the Flag Competition Helps Close
the Cybersecurity Skills Gap﻿
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Article | Security Week

Most Weaponized 
Vulnerabilities of 2022 and 5 
Key Risks: Report
The Qualys 2023 TruRisk Research 
Report discusses the five most exploited 
vulnerabilities of calendar year 2022, and 
the five key ‘Risk Facts’ that security 
teams need to consider.

To compile the report, the Qualys Threat 
Research Unit analyzed more than 13 
billion events to gain insight into the 
vulnerabilities found on devices, the 
security of web apps, and the 
misconfiguration of on-premise devices.

Read Article

Resource | VA Attorney General's Office

Preventing Cybercrime 
Writeup
Constantly evolving technology has 
made our business and social practices 
more efficient and personal. While 
communicating with friends and family 
and accessing information easily makes 
life more enjoyable, this freedom also 
makes Internet users more vulnerable to 
cybercriminals. Cybercriminals exploit 
the Internet through fraud, unsolicited 
bulk emails (SPAM), phishing scams, 
and child exploitation.

View Resource
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Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"
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webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike 
N. Chesterfield, VA 23235

Email Coordinator All Products

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
been selected to provide you with event information to highlight available resources designed to improve 

public safety and reduce the probability of becoming a victim of a crime.
------------

------

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-april-2023-1-of-2/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products

